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Law Adapts to the Digital World

The Legal Landscape

In December 2006, the federal court system imple-
mented an array of new rules all designed to confront
the issue of discovery and production of electronically
stored information (ESI). Court decisions interpreting
these new rules were slow coming, but it is apparent that
they are changing the way lawyers conduct themselves
in litigation. More than that, though, the rules signaled
to the legal and business communities that companies
need to be thinking more about the way information is
stored, retained, and deleted.

In the wake of the federal rules changes, the Sedona
Conference, a think-tank of businesspeople and lawyers
who discuss issues relating to commercial litigation,
published a list of principles and comments designed to
guide attorneys and their clients in managing informa-
tion, both in the context of litigation and everyday busi-
ness practice. In the past, the Sedona Principles, as they
have come to be known, have been very influential on
courts deciding the appropriateness of business policies
and procedures. Doubtless, the new principles on topics
like e-mail management will be just as influential.

Court decisions, rule changes, and policy papers
like the Sedona Principles all form the landscape of
“authorities” that guide and shape business practice.

What Is a “Document” or “Record”?

The starting point for any discussion of manage-
ment and retention of electronic information is to define
the scope of the conversation. In other words, how
much and what types of information are we talking
about?

Various words are used in an attempt to encompass
the entire field of relevant materials: document, record,
ESI, etc. None of these terms, however, does any jus-
tice. Few people actually realize the extent of what
might be covered by retention or preservation policies
and rules. In our fast-paced, on-the-go society we create
“documents” or “records” in places never before con-
templated. Each of these media may be needed on a day
-to-day basis by a company; or, in those cases where the
company sues or is sued, they likely will be the subject
of a subpoena or discovery request. Here is a non-
exhaustive list of storage media:

e files on PC hard drives

e local network servers

removable storage media like disks and USB
drives

backup tapes

web files

cell phone text messages

files on Blackberries and other PDAs

email and email attachments

The volume of information created by a single per-
son is just as staggering as the list of possible places
where that information is stored. For example, the most
recent research suggests that the average person in the
U.S. generates 75 email messages per day. In a com-
pany with 20 employees, this means that over 500,000
emails are generated in a given year. And for whatever
reason, the vast majority of these emails are being saved,
either locally on the user’s machine, or on a network
drive.

All told, the electronic “documents” or “records”
kept by a business, even one with only 20 employees,
are voluminous, to say the least. Many organizations are
struggling with how best to cope with the explosion of
electronically stored information and with competing
needs imposed by regulatory, litigation, and day-to-day
business needs.

What Is the Harm?

The cost of electronic storage space (hard drives,
network drives, etc.) alone is significant, but the natural
tendency to keep everything is risky for other reasons.
Especially for emails and text messages, the drafter
tends to be more casual in his or her remarks. A flippant
message that reads, “Is this rep accurate,” could be spun
very negatively by an outsider if there is later a dispute
over the representations and warranties in a merger or
asset purchase. We also tend to be more personal in
emails and text messages, sometimes making comments
about a person’s character. As quickly as we are called
on to respond to such messages, we often give little
thought before forwarding an email conversation to oth-
ers. Later recipients of a forwarded email would be re-
quired to produce that email in its entirety if given a
subpoena or discovery request, meaning that communi-



cations that once were only among a few people might
very well be expanded to include many more, any of
whom could be called upon to turn the email over.

If there is any regulatory investigation or lawsuit,
then the stores of information on PCs, network drives,
and backup tapes all become subject to discovery. With-
out effective retention policies, the costs involved are
astronomical. In the often-cited case of Rowe Entertain-
ment, the processing of 8 backup tapes was estimated to
be $400,000. Even something as simple as making a
copy of a single 40-gig hard drive can cost as much as
$4,000—and the costs only increase with the size of the
hard drive. Implementing in good faith a policy under
which data is routinely deleted can reduce costs all
around, both in litigation and in the daily operation of
business, and can also serve to decrease the risk of
someone reading something they should not be.

What Is a “Litigation Hold”?

Blind application of a retention policy, though, is
also not a good idea. “Litigation hold” refers to the
court-imposed duty of a party to suspend its retention
policies when litigation is reasonably anticipated. Well-
meaning and unwary litigants have found themselves on
the receiving end of judicial sanctions for failing to
properly implement a litigation hold. Significantly, a
computer system’s automatic deletion of old emails (like
in Microsoft Outlook) constitutes a retention policy, and
that the failure to stop this default feature of the program
constitutes a violation of the duty.

Proper implementation aside, the question of when
to implement a litigation hold is a matter of some dis-
agreement. Each business is different in its needs and
capabilities, and also in the types of risks it is subject to,
so a general, hard and fast rule cannot be fashioned.
Instead, litigation holds require thoughtful application of
the law in the particular jurisdiction to the particular
business for which the hold is being implemented. The
one thing that is true for all businesses is that the ability
to effectively implement a litigation hold is a necessity.

What Should Be in a Retention Policy

First and foremost, retention policies dealing with
email and other ESI should be guided by the needs of
your particular business. Email conversations about a
given contract negotiation might be kept only as long as
the contract is being performed. Or, if the contract pro-
vides for a certain claims period following the transac-
tion or project, then they might need to be kept longer.
If, however, there is no reason to keep emails or other
documents, then they should be deleted—and recent
trends in the law say it is acceptable to do so. Consulta-
tion with in-house or outside counsel can help clarify
what “business needs” will drive the policy.

Second, retention policies must conform to statutory

and regulatory requirements. To name a few, HIPAA
and COBRA have certain retention periods for the
health care industry, while Sarbanes-Oxley has different
periods for the securities industry. State insurance regu-
lations impose yet another set of requirements for pre-
serving “documents,” including email.

Third, the Sedona Principles, mentioned earlier,
provide some very insightful guidance about what a re-
tention policy should contain and what questions you
should ask when formulating one. For example, one
Sedona Principle specifically about email states: “Any
technical solutions should meet the functional require-
ments identified as part of policy development and
should be carefully integrated into existing systems.” A
company is not required to spend a ton of money on a
shiny new server so that emails are dealt with in a spe-
cific way. Rather, this principle focuses on the current
capabilities of the company’s information system and
teaches that no matter what the vendor thinks is impor-
tant, ultimately it is the needs of the business that con-
trol. The courts have similarly recognized that the tech-
nical limitations that a given business might have.

Fourth, the policy must provide for consistent en-
forcement and application. Picking and choosing which
emails to delete for reasons deemed improper by the law
could subject the company to sanctions. This could hap-
pen even for a properly created policy where that policy
is not consistently enforced.

Final Thoughts

Electronic information like email will continue to
proliferate in size and amount. “Keep everything” is no
longer an option; the costs of doing so simply do not
allow for it. On the other hand, neither is simply clean-
ing house. Your company must put some thought into
how and under what circumstances it is appropriate to
destroy electronic information. Retention policies for
ESI are a requirement rather than simply another busi-
ness policy. To handle this challenge effectively, the
policy must evolve as much as the technology.

For more information about the obligations of busi-
nesses in dealing with email and other electronic docu-
ment retention, or to develop your own ESI retention
policy, please call Brown & Ruprecht, PC:

Brown & Ruprecht, PC
911 Main Street, Suite 2300
Kansas City, Missouri 64105

Phone: (816) 292-7000
Fax: (816) 292-7050

www.brlawkc.com

The information contained in this document is for the general education and knowledge of its readers and is not intended as legal advice.

Specific questions about how this information affects your particular situation should be directed at competent legal counsel.
© Copyright Brown & Ruprecht, PC 2007




<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.4

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /CMYK

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments true

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile ()

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



